IPv6 — Lurkmore

K KOHIly HYJIeBBIX TOOOB 21 BeKa MHTEPHETHI CTa/IM 3aKaHUYMBaThHCSA. ToUuHee, HE CaMU UHTEPHETHl —
HCYepHaHo agpecHoe IPOCTPAHCTBO. AUNUINTHUKY B MUKOM HHTEPHETEe pa3faBaiich a0kl Kak, da U
pa3pspgHoCcTh IP B HacTosmee BpeMs Bcero 32 6urta. UTo menaTts?

IPv6 (an2a. Internet Protocol version 6) — pellleHne Ha3peBIel mpo6aeMul. IPv6 — 3TO IIPOTOKOJI CETEBOT0
YPOBHSI, ITOAAEePKUBAIOIINH agpeca B enblx 128 OUT, a 3TO B YETHIPE pas3a AJIMHHEee, YeM afpecC, UCI0JIb3YEeMbIH
mpedsIayiIei Bepcuei mpotokosa (IPv4). Takum o6pa3oM, agpecHoOe IIPOCTPaHCTBO HOBOTO MPOTOKOJA B 7.9 X
1028 pa3 GoJiblille — agpecoB xeaamum. CKEeIITUKU MOTYT IPUHSATH K CBEEHUI0 CIIeyIolee: IIOOCYNUTAaHO, YTO
€CII¥ KaXXIOMy aTOMy Ha IIOBEPXHOCTH 3eMJIU BHIEeNUTE IP-ampec, To agpecoB He TOJIBKO XBAaTUT, HO U OCTAHETCH
elné Ha COTHIO TaKUX Ke MJIaHeT.

OcTanock TOIBKO BCEM APYZKHO cOOpaThCsi M 0OHOBUTL HECOBMecCTUMOe C IPv6 akTuBHOe 000pyHoBaHue 1 COPT B
CeTsX.

B 9TOM 3aKiI09aeTCs caMblil 3aTHIK 9TOM 3aTeu. 3aTesi MOTpedyeT BIOXKEHUsI COTeH He(TH OT BCeX, KTO
obcnyxkuBaeT HTEPHETHI, ¥ KTO UMU IOJIB3yeTCsA. [I03TOMy B Te4eHHe MHOTHUX JIET Y KOMMEPYECKUX
OopraHu3alui BCeX YPOBHEM BO3HUKAJIO HEIIPEONOINMOE KeJlaHue Ha 3TO BCE 3abuTh, UTO BCce u Aenanu. [Toka
paboTaeT — [EeHBI'W KamaiT, @ IOTOM IIOCMOTPUM.

HemHOro gerajieu (Bor Tel Kakou, IPv6)

2a00:1450:8003:0000:0000:0000:0000:0067

OH SHI... — mepBoe, YTO IPUXOOUT B T'OJIOBY JIIOOOMY TEXHUKY, BIIEPBHIE PEIIUBIIEMY BHIIIOTHUTL CaKpaIbHBIN
RTFM mpo cabx. [1a, 128 6uT 3To BaMm He 32.

Ilo mpaBuIaM 3amucy v6 agpeca HeCKOIbKO OJIOKOB, COOePKalllUX TOJIBKO HYJIM, MOXKHO 3aMEHUTh Ha ::.
2a00:1450:8003::67
VYke mydilie, He ITpaBha Jin?
OpHako OBIBAIOT U TaKUe:
01

9To — ampec, Bce OUTH KOTOPOro, KpOMe IIOCIeOHEeT0, paBHLI HYII0, ¥ O3HAYaeT OH TO ke, 9To 127.0.0.1.
ITpaBpma, kpacuso?

ITo o6IIenTPUHATEIM IpaBuUIaM IepBrie 64 61Ta OTHAHEBI IIOJ MapPIIPYTU3alLMI0 MEXOY CETSIMH, a OCTaBIINECS
64 — nopg o603HaveHuUe TBOUX, ${username}, KOMIObIOTEPOB, CTUPAILHBIX MAIIIMH, YTIOTOB U TIPOYEl [eBaliCHH,
XKaxpayile# goctyna B CeTb. 64 6uTa MO3BOJISIIOT BHIOPATh 3aAHION YacTh IP mo 48-6utHomy MAC-ampecy,
n3beras KOJJIM3UWHM U3-3a YHUKaIbHOCTH MAC 1 Ha pafoCTh BCSIKUX CHEICIyK0. BripoueM, HUKTO HEe MeIIaeT

BRIOMPATH JIOKAJIbHEIN agpec uHaye, 6j1aro ux 4yTh MeHee YeM 21019,

vo u CO

IPv6-cpau — nmoueTHas guciuniauHa CO cpenu TexHapei. CTapa Kak caM MPOTOKOJI. XOJIUBAPHI, ITOCBAIIEHHEIE
BOIIPOCY, BO3HUKAIOT B KOMMEHTapUIX cTaTed npo IPv6 TexHo610r0B 11 pounx XabpaxaObpos.

AprymMeHTHI IPOTHB cabxka

e ISP, n0oCTaBISgIOIINM UHTEPHETH B TOM KOHEYHBIX I10JIb30BaTeel, MPUAETCS NOTPAaTUTh COTHU OeHer Ha
O0OHOBIIEHWE TOBEHON MCTOPUYECKON NHPPACTPYKTYPHI (3aMeHa 00HO20 L3-KoMMyTaTOpa/MaplIIpyTH3aTopa
B siipe CeTu cpegHuX pa3MepoB ISP — jerko u HenpuHykaeHHO BhIuBaeTcsa B 100+ kumo6akcoB. A UX TaM
MHOTO0. X0Ts 9TO He npobiema — obopymoBanue ISP u Tak 060HOBIsIETCA BBUAY Iepexofia Ha 6omee
CKOPOCTHHIE UHTEePGENCH KaXakle JIeT 5).

¢ CotHu SOHO-060pymoBaHus MOM CTOJIOM M Ha aHTPECOJSX Y II0JIb30BaTENIed HE TOTOBH K TAKOMY Pa3BUTHIO
coObITH. X HYKHO OyIeT MM MePenpOoIINTh, UJIN BEIKMHYTh HAaXPEH.

e BKOHTaKTUK, XKexelteuka 1 facebook, HyxkHbIe 95 mpolleHTaM II0Ib30BaTesIeHd, MOXKHO CMOTPETD M3-I10f,
NAT-a — Gemsbrii IP He HyKeH.

e J[luHaMMuecKue azmpeca OymyT He HYKHEI, IpsIMasi agpecalust KaXIoro YyCTPOMCTBa — PafoCTh O Ia0HU U
Z0G.

e Ham BceM HEMHOTI'O He [0 3TOrO.

AprymMeHTHI 3a cadx
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¢ HecCKOJIbKO JIeT IOC/Ie OKOHYAHUSI BhIAaYl HOBBIX https://www.youtube.com/watch?v=phSpBCdWq1U
IPv4 MoxHO OyfeT IPofepxRaTthes, ropofs NAT, Kpeo ctoponuuka IPv6, 2007 rom. “whois POEM-
Ipopasas 103epaM Oesble IOPTE BMeCTO Oemnbix IP. RIPE55-SONG" BEITAéT TEKCT.

MoxKHO pacKynaduTh Bcsikue Apple u Xerox,

3axanasuime B CBOE BpeMsi Oonbinne (/8) KycKu

afpecHOTr0 IIPOCTPAHCTBA U IIPOTSIHYThH elle HeMHOT0. MOKHO HallPUAYMBIBATH HOBBIX HEBEIOMBIX
KocThTel. OgHaKO MOIb30BaThCSI BCEM 3THUM U, YTO XYK€, aAMUHUCTPUPOBATEL BCE 3TO OyIeT CTAHOBUTHLCS
BCE CJI0KHee U mopozke. MHOTO BEIXOma KpoMe V6 HeT, Tak YTO OBICTPO, PEIIUTEILHO IIOATOHSIEM CBOIO
UHGPACTPYKTYPY IOI HOBLIM IIPOTOKOJI IIPSIMO ceiyac.

e AmpecoB CTaHeT 4yTh MeHee 4eM fmoxpeHa. [Ipsmas agpecanus Bcex ycTpoucTB. Kaxknol KodpeBapke — 1o
IP! UpeanbHo ginst P2P cereit.

e IPv6 comepKUT BCSAKHE TEXHUUECKME MJIIOIIKY Bpofe KOUIEPHOT0 MYy/IbTUKAaCTa, BCTPOEHHOT 0 MG POBaHUSA
B yunie IPSEC, u 3amenbl ARP Tako#, 4T0 0OBIYHO MOXKHO 000¥THCh 063 DHCP (Hanpumep, ero peanusyeT
meMoH radvd B linux. C oMoIIbI0 ero COOOIIeHUH KIIHeHTH (JIIo0kle, a He TOJIBKO mof linux) He TOJIbKO
onpepensaioTca ¢ [P agpecamu, Ho u MoryT nosy4daTth agpec DNS cepBepos.)

e QunbTpanus U aHanmus3 Tpaduka c IPv6 cepre3HO 3aTpymHUTCS (Ipu ¢unbTpaiuu ipv4 crucku IP 4yTh
MeHee 4eM BCeU CeTH 3arpyXkaloTcs B IIaMsATh OGHOI'O COBPEMEHHOI'O cepBepa, a ¢ IPv6 Takoil HOMep He
IPOUOET U3-3a MHOTOKPATHOTO yBEIUYEHUS afPECHOT0 IIPOCTPAHCTBAa), YTO BCIKO Ha PyKy AHOHUMYCY.

e UuTepHeT 3akaHuuBaeTcs... AAAA! Mrul Bce ympeM!

TeMm BpeMmeHeM

3 ¢espans 2011 roga IANA Brimasia mociaenHue cemsb (/8) 61okoB IPv4
peruoHabHEIM pacIIpeensioniuM opranu3aliusaM. BHe3arnHo, Kak
cHer B KoHIle gekKaOps onsg 2KKX, He mpaBma nu? DTO 0O3HAYaeT, YTO
TI0CJie TOT0, KaK y PEeTUOHaIbHEIX paclIpefeuTeei 3aKoH4YaTcs
TIOJTy4YeHHbIE MU TIQYKM, HOBHIX afipecoB OpaTh OymeT HeoTKyma. I1o
OlLIeHKaM, 03BY4YEeHHBEIM BO BpeMs Ipecc-KOH(epeHIIny, Ha 3TO YUOET
OKOJIO IeBSITU MecsIieB. I1ocie 3Toro HauHETCS yIJIOTHEHue, ot6op IP
agpecoB y XOMSIYKOB, KOCTHIJIECTPOEHUE U ITPOYHE YZKACHI.

14 ceutsi6ps 2012 roga RIPE o6bsBumn, uto IPv4 Havaiau BEIOABATHCS
U3 nocnenHero 6510ka /8. M BEIIAI0TCsI TOIBKO HOBBEIM IUPAaM, Oa U TO
XKajkue /22 U TOIbKO nocie ajnokanuu B IPv6. UTo cpa3dy pe3ko
YBEJIMYMIIO YHCIIO HOBBIX JTUPOB, MO0 IOPJIUIl MHOT0, a uucio IPv4 Hukakux KOCTBUIEH HAOOJITO HE XBATUT
OTrpaHUYEHO.

4 H0s6ps 2012 roma kpynHenmwui Poccuiickuii 6aprira IPv4 agpecoB — KoMnaHus JIMAepTEIeKoM,
CIlelIaJIn3UPYIONIerocs Ha pa3made PA ceTeli IeHUBBIM MpoBaliiepaM, He XKeJlaBIINM MOPOYUThCa ¢ BOII u
camocTosiTeNbHLIM 0011eHeM ¢ RIPE, 00bsiBUIa 0 cMeHe OM3HEeC MOIENM Ha HETPAAUITMOHHYIO U ITOBBIIIIEHUN
el Ha IPv4 agpeca mys yxKe BelmaHHBIX ceTell B 200 pa3. Temeps onus IPv4 cTout mposatimepy 30 pyoiei B
Mecsil. A yuuThIBasi HaBap, HajIor ¥ pe3epBhl — Tebe, aHOHMMYC, OOUH TaKoi ip agpec 6ymet ctouth 100 pybnei
B MecA1l. BoT BaM u felieBrle BICKU. X0Ts, He Iopa JIU oKynaTthk VPSKu TonbpKo Ha [Pv6?

1 suBapst 2013 HEKOTOPHIE TPOBaWAEPHl B 3aMKalbe HaYaJiu MOJHUMATh IIeHE Ha «Oensie» IP. Hanpumep.

10 suBapst 2013 roma rops4o IOOUMEBIM HUIITEOPOgaMu MPOAABEl] HEMEUKUX OBITOBHIX Ta3WKOB IO BUOOM
cepBepoB — Hetzner — momHsm 1IeHE Ha yKe BeigaHHbIe IPv4 mo 1 eBpo B MecsIl. A Beob HEKOTOPHIE TOHAOUpamu
B cTaprie moOprie BpeMeHa OecriaTHEIE /23 Ha ABafLIaTUOEBATUEBPOBRIN KaK OB CEPBED.

TeMm He meHee [Pv4 agpeca B CeBepHOU AMepuKe pa3fgaBaluch ax Ao neta 2015 roga.

MTa¥Te NOTHIKATH

Bam npoBaugep He nogaepxkuBaer IPv6?

B TexHmuecko nogaepKKe Bac IMOIPOCUIIN He 3aaBaTh IJIyIlble BOIPOCH? HeynuBuTeIbHO. Y IUBUTEIBHO OBIIIO
ObI, ecitu ObI BCE OBbLIO MHave! UyTh MeHee YeM HHUKTO M3 KOMIIaHWH, pa3faloliuX HHTEPHETH B lOMa K OOBIYHBIM
TIOJIb30BATEJISIM, HE 3aMOPAYMUBAIOTCS TAKUMU TTYIIOCTSIMU.

BaM cunbHO ITOBE3ET, €CJIN BBl JKUTENbh HEKOTOPRIX patioHoB CBAO Hepe3nHOBCKaA, TakK KakK TaM UMEETCS
npoBammep (cnotisep: Starlink) co cierka dpaHaTUYHBEIM aAMUHOM, KOTOPHIM pa3maeT ipvb B KaXKAObIW AOM (BUH B
TOM, YTO TaMOUIHUY ITIeHIIep He pexkeT CKOPOCTh Ha ipv6).

IypooM.py pa3maéT ipv6, BKITIOYAETCS B IMYHOM KaOWHETE, TOJIBKO A o6JlagaTesiei TMHYKCOB U POYTEPOB
nonpepzxkusatomux DHCPv6-PD-over-PPPoE https://version6.ru/isp/domru

Emé cunpHee BaMm mmoBe3€eT, ecnu Bel - aboHeHT 3A0 "BOJITATPAHCTEJIEKOM". Tam pa6otaeT Kak PD-over-
PPPoE, Tak u npocTto Beifmada [Pv6 agpeca npu nogasatuu PPPoE. XutposreicpaTeiii poyTep ¢ DHCPv6-PD-over-
PPPoE He my)eH. CkopocTs 1o IPv6 mo Bcex mHTEpHETOB - 100 MerabuT!
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Ho mporpecc He 0CTaHOBUTH, ¥ BOT YK€ B HEPE3WHOBOM POCTENIEKOM (OH K€ OHJIaiM) B CBOEM CETH pPa3maéT BCEM
XKeJawiumM ipve-agpeca. ITpaBaa, YToOH OHO y Teb6s1 3apaboTarsio, Hy>KHa 60 nopamepxkka DHCPv6 (JTMHYKCHI
YMeIOT, aHIPOUOLl HET, BeHOa X3), mu00 JOCTaTOYHO MPOABUHYTHIN poyTep, ymerommii B DHCPv6 u prefix
delegation.

Ho BBI XOTHTE OIIYTUTH Ce0s1 B Oymymem?
Tunnel Broker

I'yrnute «tunnel broker»! CyiecTByloT 3aMedaTeNlbHbEIe KOMIIaHUY, Bpone he.com, mpenocTaBisiomue OCTYI K
IIeCTLIM HHTEePHETaAM Yepe3 YeTBEPTHIe OecCIIaTHO. DTO paboTaeT Hamomobue VPN-HUTH: ITOCJIe HaCTPOUKHU
BCEro IIOSIBUTCST CETEeBOU MHTepdeic ¢ IPv6 ampecoM, BE U YOANEHHBINM KOHEIl TYHHeJISI OKaXKeTech B /64
nopceTu. Bo3aMoXKHO, IJ1s JIOKaIbHOM OyOeT BelmaHa ellé ogHa /64 moAaceTh C MaplIpyTHU3aluei us vo
HUHTEpHETA — TOpPa AEMUTHCS PAgOCThI0 C coceqHUMU xocTamu. Unu maxe /48 — 16 6uT myis cBOOOOHOTO
KPaCHOTJIa30T'0 MapIIpyTU3alMOHHOT0 TBopYecTBa. OHO U IIOHATHO — aApPECOB Peas/bHO MHOT'O — XBAaTUT BCEM.
Ecnu xkenanue yBumeTh IPv6 HEIPEOgOIMMO, TO MOXKHO 3apEruCTPHUPOBATHCSI Ha KaKOM-HUOYIhb
ceBepoaMepUKaHCKOM CepBepe, MpeaaraoineM OeciaTHLIH Mena-gocTyi. [lanee ping6 ipv6.google.com u
BOCTOPT.

6to4d

IO0zauTe 6to4. K kaxpomy IPv4-anpecy npunararmtcs ax 1208925819614629174706176 IPv6 agpecos. I'pex He
Bocmosib30BaThesa. 2Kanb, uTo 3a NAT He paboTaer.

Teredo

IMonb3ytiTeck Teredo. B Windows OH BKJIIOUEH 110 YMOJIYaHMIO, HauMHag ¢ Vista, mosToMy HeMarso Jonein
nonb3yeTcs IPv6, maxke He momo3peBasi 00 aToM. B Linux oH mocTymneH depe3 Miredo.

VPN

Takxke MOxKHO Bocmionb3oBaThest dual-stack VPN (1o eguHOMY TYHHEIIO ITPEOOCTaBISAIOTCSA Kak IPv4-, Tak u IPv6-
ampec):

¢ frootvpn Ecnu mapaHo#isi 10 6€30MacHOCTH ITEPUOOUYECKH OTIyCKaeT MOXKHO MCI0b30BaTh. The Pirates
Bay uMeeT Kakoe-TO OTHOIIIEHHE (JIOTOB HE XPaHUM YECTHO-YECTHO)

o Opannusa. [Ipumepno 10$ Mecsi. OnaTta B HOBO3EIAaHACKUX HoJlapax. ECTh BO3MOXKHOCTh 3aKa3a
craTtmieckoro IPv4.

¢ MHOZKECTBO Pa3HHIX JoKamui 3a 1$/mMecsil, orpannyenrue — 20GB tpaduka. IPv4 3a NAT.

Vpa! MBI — 9yacTh HOBOrOo HHTepHeTa! U 4TO Teneps?

CaiiToB, paboTaromux mo v6 mo coctossHuo Ha 2012 rof, y>Ke mOBOIBHO MHOTO. B ocHOBHOM 3T0 KpymHble CDN,
OaHHEPHBIE CETH, a TaK¥Ke HEKOTOPhIe COIIMAalIKU — BCe, KOMY BHITOOEH IHap 3a cYeT OHs IPv6, mpoxomsaImero
€2KeTromHO ¥ JOBOJILHO MIMPOKO OCBEIaeMoTo B mpecce. ABTOMaTUYeCKU OOHOBIIsIeMEIN criicok IPv6 web-caiiToB
MOXKHO HAaHTH 30€Chb U 37eCh.

HeMHOro KomnmmiacrThbl

OcHosHass cmamba: Konunacma:Mbimuuiu

TTAILIAHBI 3BOHIO 1 KOPOYE ITPOBAMIEPY U CITPAIIIMBAIO I'TE MOMU IPV6, OH TAKOM TOBOPUT BOT
6RD, HY 4 B34JI U PE3KO ITEPE*FAJI EMY B IIIIKX C BEPTYIIKHY ITPAMO IIO TEJIEQOOHY, ITOACHUNII
EMY KPUKOM «HE JTFOBJIIO TYHHEJIU», [IOTOMY YTO 4 YTOPEJI [TO HATUBY, ITAITAHEI VX CTAPOM
ITKOJIBI 2KUBET TOJIBKO B MTU 1500, 'IE OENBI YITAPBEIBAIOTCS ITO ETHERNETY U MAC-AIPECAM,
T'IOE ITAITAHEI )KUBYT DHCPV6, T'IE POYT ADBEPTUM3MEHTEI E*AIIIAT ITIPSIMO C TIPOBAMIEPCKOT'O
JIMHKA, TOJIBKO IPOE, TOJIBKO TTJIATHIIJIEK!!!

CM. TaKkKe

2P

Tor

AnMuH
[TporpammucT
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